
 

SOFTWARE AS A SERVICE TERMS AND CONDITIONS (“SaaS Terms”) of (i) 
QA Limited (company number 02413137) with registered offices at 
International House, 1 St Katharine’s Way, London, E1W 1UN (ii) Cloud 
Academy Inc whose principal place of business is at 530 Fifth Avenue, Suite 
703, New York, NY 10036 (“Cloud Academy”), and (iii) all Affiliates of QA 
Limited from time to time. These SaaS Terms are effective from 5 April 2024 
and incorporate the General Terms of Sale available at 
https://www.qa.com/legal-privacy/ (“General Terms”). 
1. DEFINED TERMS 
1.1. Defini�ons in the General Terms shall apply to these SaaS Terms and capitalized 

terms used but not otherwise defined shall have the following meanings: 
Access Credentials: means the necessary access credentials, passwords, or 
connections to allow the Customer and its Users to access the Platform;  
App: means the mobile and tablet application software, the data supplied with 
the software and the associated media provided by the Supplier through which a 
User may access Product Content from time to time; 
Customer Content: means any Customer specific content, including any 
Customer trademark, service mark, trade name, brand, logo or domain name 
owned or used by the Customer and User Data, for use in or to be uploaded to 
the Platform or App or provided or made available by the Customer to the 
Supplier, and which the Supplier had no part in creating, developing or designing, 
and which may be more particularly described as being required to be delivered 
in or pursuant to the applicable Order; 
Customer Systems: means the computer systems operated by or for the 
Customer or its Affiliates or Users and any mobile devices owned or provided to 
Users (whether provided to Users by the Customer or its Affiliates or not); 
Consulting Services: means consulting services provided or to be provided by  
the Supplier under the Contract including anything described as these services in 
the Order, creation of Product Developments, or provision of User Data and 
associated reports; 
Contaminants: means any computer software routine intended or designed to 
disable, damage, erase, disrupt or impair the normal operation of, or provide 
unauthorized access to, or modification or monitoring of, any computer system or 
any software or information stored on any computer system, including viruses, 
worms, time bombs, time locks, drop-dead devices, access codes, security keys, 
back doors or trap door devices; 
Minimum Specification: means any minimum technical specification for 
accessing the Platform and Product Content, provided by the Supplier in the App, 
on the Website, Order or as notified to the Customer or User from time to time; 
Platform: means the Supplier’s proprietary, cloud-based training platform made 
available through and which includes the Supplier’s Website, and Supplier’s 
related App, in each case through which the Product Content is accessed by 
Users; 
Product Content: means all related training modules, virtual libraries, user 
guides, exams educational materials, and any other related documentation or 
material (including reports) supplied, created or developed by or on behalf of 
Supplier in conjunction with the Services and any information and materials 
(including works of authorship, files, processes, systems, ideas, know-how, 
concepts, methodologies, flowcharts, manuals, data, databases, digital content, 
database structures, content, descriptions, documents, notes, records, results, 
reports, text, research, lists, diagrams, artwork, designs, sketches, models, 
photographs, drawings, plans, specifications, images, logos, styles and graphics 
(in whatever form and on whatever media)) provided by the Supplier from time to 
time as part of the Services; 
Product Developments: means any modules, configurations or customizations 
to the Platform or Product Content or their delivery or provision that are developed 
by the Supplier for the Customer or Users; 
Product Specification: means any specification for the Platform and Product 
Content, provided by the Supplier on the Websites, in the App or in writing to the 
Customer from time to time; 
Service Level Schedule: means the Supplier’s service levels for provision of 
access to the Platform, as set out in Appendix 1; 
Subscription Term: means the period of time where Users may access the 
Platform and Product Content, as set forth in the Order; 
Third Party Products: means any third-party products, materials, features, or 
functionality accessible to the Customer and its Users through the Platform; 
User: means an employee, officer, director, contractor (acting in a similar role to 
an employee) or authorized representative of the Customer or the Customer’s 
Affiliate, who is authorized by the Customer to access and use the Platform under 
the rights granted to the Customer pursuant to these SaaS Terms and for whom 
access to the Platform has been purchased; 
User Data: means any data about Users obtained by the Supplier, including 
related to the use of and access to the Platform and Product Content by Users; 
User Rules: means the standard user rules which the Supplier requires Users to 
agree to from time to time including in relation to their access to and use of the 

Platform and Product Content; and 
Websites: means cloudacademy.com and app.qa.com (as applicable) plus any 
other website used by the Supplier or its Affiliates for provision of the Services. 
2. GRANT OF LICENSE 
2.1. In considera�on of the Customer’s payment of the Charges and the Customer’s 

compliance with the Contract and all Users’ compliance with the User Rules, the 
Supplier hereby grants to the Customer a non-exclusive, non-transferable, non-
sublicensable license to the Customer and its Affiliates as set forth in an Order,  to 
access and use the Pla�orm and Product Content and to permit Users to access 
and use the Pla�orm and Product Content, in each case only during the 
Subscrip�on Term and in accordance with the terms of the Contract. 

2.2. The Customer shall use the Pla�orm and Product Content for the Customer’s and 
its Affiliates’ ordinary internal educa�onal and training purposes and shall not 
make the Pla�orm or Product Content available for use or access by any third 
party other than its Affiliates, except to the extent that the Supplier expressly 
permits in wri�ng. 

2.3. The Customer shall not copy, reproduce, alter, vary or modify the Pla�orm or 
Product Content or use the Pla�orm or Product Content or transfer the right to 
use the Pla�orm or Product Content to any third party (other than its Affiliates), 
nor allow a User to do so. The Customer shall not directly or indirectly remove any 
proprietary no�ces from the Pla�orm or Product Content in any manner or for 
any purpose that infringes, misappropriates, or otherwise violates any intellectual 
property right or other right of any person, or that violates any Applicable Laws. 

2.4. Any rights in respect of the Pla�orm or Product Content not expressly granted in 
these SaaS Terms by the Supplier are reserved by the Supplier and the Customer 
shall have no rights therein or claims thereto. 

3. USERS  
3.1. The Customer shall ensure that each User agrees to comply with, and does comply 

with, the User Rules. The Customer shall be liable for any failure by a User to 
comply with the User Rules and any obliga�on or agreement to be performed or 
observed by a User. 

3.2. The Customer shall appoint a User to deal with administra�ve func�ons rela�ng 
to the Customer's and its Users’ use of and access to the Pla�orm. 

3.3. The Customer undertakes that the maximum number of Users that are authorized 
to use the Pla�orm shall not exceed the number of Users specified in the Order 
(or as otherwise expressly agreed in wri�ng by Supplier). For the avoidance of 
doubt, the number of Users, seats, or licenses set forth in the Order correspond 
to the number of named individuals who may access and use the Pla�orm.  None 
of the licenses granted in any Order allow concurrent usage by more than one 
individual person.   

3.4. In the event the Customer exceeds the permited number of Users, or in the event 
of an unauthorized transfer of Access Creden�als, in each case as discovered by 
the Customer from �me to �me, the Customer shall promptly inform the Supplier 
with suppor�ng documenta�on sufficient for Supplier to determine the amount 
of the overage. The Supplier may, in addi�on to any other rights or remedies 
available, invoice the Customer for the addi�onal users and scope of use at the 
Supplier’s then-current list price, and the Customer shall pay such invoiced 
amounts within five (5) days of receipt. 

3.5. If the Customer would like to make access to the Pla�orm and Product Content 
available to any more Users than is specified within the parameters of the Order, 
then: 

3.5.1. the Customer shall first contact the Supplier to discuss any addi�onal Charges 
with a new Order for addi�onal Users (and Subscrip�on Term for those 
addi�onal Users); and  

3.5.2. the Customer shall agree to pay any addi�onal Charges for those addi�onal 
Users prior to such access. 

3.6. The Supplier may provide data or informa�on to help the Customer to monitor 
how many of its purchased licenses have been used, but it is the Customer’s 
responsibility to check that it has ordered sufficient licenses for its Users and 
obtain addi�onal licenses for its Users as it needs for its purposes. 

3.7. The Supplier may provide to the Customer the necessary Access Creden�als to 
allow the Customer and its Users to access the Pla�orm.  Alterna�vely, the 
Supplier may make available to the Customer func�onality for the Customer to 
configure, generate, and issue Access Creden�als for its own Users.  In each case, 
the Customer agrees and undertakes that: 

3.7.1. it will not (except to the extent that the Order provides otherwise, or the 
Supplier expressly agrees in wri�ng) allow any username or password assigned 
to a User to be used by more than that one individual User or to be transferred 
or made available to any other User; 
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3.7.2. the passwords for the Users are kept strictly confiden�al and shall not be 
disclosed to any third party, including other Customer personnel, without the 
Supplier ’s prior writen consent; 

3.7.3. it will use all reasonable efforts to prevent any access to or use of the Pla�orm 
and Product Content by anyone other than the User;  

3.7.4. it shall be liable for any use of or access to the Pla�orm and Product Content 
using a User’s username and password; 

3.7.5. the User is at all �mes an employee, officer, director, contractor (ac�ng in a 
similar role to an employee) or authorized representa�ve of the Customer or of 
the Customer’s Affiliate; 

3.7.6. the User is someone for whom the Customer has already authorized as a User 
with the Supplier and has agreed to pay the Charges to the Supplier in 
accordance with the applicable Order for such User to have access to and use 
of the Pla�orm and Product Content; 

3.7.7. any person who is stated by or on behalf of the Customer to be a User capable 
of administra�ve privileges, is authorized to act in that role and represent the 
Customer and any Affiliate of the Customer in that capacity; 

3.7.8. it has obtained permission from the owners of any mobile telephone or 
handheld devices (if not owned by the Customer or the Customer’s Affiliate or 
User) that are being used to access the Product to download the App onto such 
devices; and 

3.7.9. it accepts responsibility for the use of the App or the Product Content on or in 
rela�on to any mobile telephone or handheld devices, whether or not they are 
owned by the Customer or the Customer’s Affiliate or User. 

3.8. The Customer shall inform the Supplier in wri�ng immediately if it becomes aware 
or suspects that the Pla�orm, Product Content or a password or username is 
being used or accessed by anyone other than the relevant User or by anyone who 
is no longer a User, in which case the Supplier shall be en�tled to cancel that 
password or username and/or disable access to and use of the Pla�orm and 
Product Content without no�ce to the Customer or User in addi�on to any other 
rights and remedies it may have and the Supplier may charge the Customer for 
such overage in accordance with Condi�on 3.4 and be liable to the Supplier for all 
other costs and damages incurred by the Supplier in rela�on to such unauthorized 
use. 

3.9. The Supplier reserves the right to edit, amend or issue new usernames and 
passwords or require the Customer or Users to change a username or password 
at any �me. 

3.10. The Customer shall not upload more than two (2) hours of custom video per 
month and if the Customer exceeds or seeks to exceed this limit, the Supplier 
reserves the right, at its sole op�on: (i) to refuse to upload video in excess of two 
hours; or (ii) to assess addi�onal fees for content in excess of two hours per 
month. Without limi�ng the foregoing, the Supplier reserves the right to limit the 
Customer’s or any User’s use of the Pla�orm if the bandwidth, usage, or volume 
uploaded by the Customer or such User significantly exceeds the bandwidth, 
usage, or volume typically uploaded by other similarly situated Customers. 

4. BETA & TRIAL FEATURES  
4.1. If the Order includes a free trial before the start of a paid subscrip�on, and the 

Customer desires not to con�nue with the paid subscrip�on at the end of the free 
trial, the Customer must no�fy the Supplier of its elec�on not to con�nue before 
the expira�on of the free trial. Otherwise, at the end of the free trial, the 
Customer will automa�cally be charged for the paid subscrip�on in accordance 
with the then current list-price of the Supplier.  

4.2. The Supplier may make available certain new, emerging, temporary, or beta 
products or features (collec�vely, “Beta Features”) through the Pla�orm.  

4.3. ALL BETA FEATURES AND SERVICES MADE AVAILABLE ON A FREE TRIAL BASIS ARE 
PROVIDED "AS-IS AND AS-AVAILABLE, AND THE SUPPLIER HEREBY DISCLAIMS ALL 
LIABILITY ARISING FROM OR RELATED TO SUCH BETA FEATURES AND FREE TRIAL 
PRODUCTS. THE CUSTOMER ASSUMES ALL RISKS IN CONNECTION WITH ITS USE 
OF BETA FEATURES AND FREE TRIAL PRODUCTS.  THE SUPPLIER MAY TERMINATE 
THE CUSTOMER’S ACCESS TO ANY BETA FEATURES, SERVICES MADE AVAILABLE 
ON A FREE TRIAL BASIS, OR BRIDGE SERVICES (DEFINED BELOW) AT ANY TIME 
WITHOUT NOTICE TO THE CUSTOMER AND WITHOUT LIABILITY. 

5. THIRD-PARTY PRODUCTS & BRIDGE SERVICE   
5.1. The Supplier may from �me to �me make Third-Party Products available to the 

Customer. The Pla�orm may also include links to, func�onality to support, or 
other op�ons for Users to access Third-Party Products from within the Pla�orm.  
Third-Party Products are subject to their own terms and condi�ons required by 
the applicable third party offering the Third-Party Product. If the Customer does 
not agree to abide by the applicable terms for any such Third-Party Products, then 
the Customer should not install or use such Third-Party Products. Third-Party 
Products include, but are not limited to, any hands-on labs and live, working 

environments provided by third par�es by or through the Pla�orm, including 
without limita�on, environments within AWS, Microso� Azure, and/or Alibaba, 
including any interfaces, connec�ons or Bridge Services (as defined in Condi�on 
5.2)  provided by the Supplier in order for the Customer to access such hands-on 
labs or working environments. The Customer agrees to use any Third-Party 
Products solely for internal educa�on and training purposes as part of the 
Pla�orm. 

5.2. If requested by the Customer, the Supplier may make available a complimentary 
technical enabling service designed to improve the Customer’s ability to connect 
to and operate certain Third-Party Services (including hands-on laboratory 
environments) in connec�on with the Pla�orm (the “Bridge Service”). The Bridge 
Service is op�onal and may be turned off by the Customer at any �me.  The Bridge 
Service may not be suitable for all customers, and the Customer shall conduct its 
own evalua�on of and diligence regarding the Bridge Service to determine 
whether use of the Bridge Service is appropriate for the Customer. 

6. WARRANTY AND DISCLAIMERS  
6.1. The Supplier shall: 
6.1.1. perform its obliga�ons in accordance with Good Industry Prac�ce;  
6.1.2. shall maintain all necessary rights, permissions, consents and licenses to 

perform its obliga�ons and exercise its rights under the Contract;  
6.1.3. provide Services without breaching any agreement and without infringing any 

third party rights (including any Intellectual Property Rights in the Product and 
Product Content);  

6.1.4. provide access to the relevant part of the Product Content and Pla�orm in 
accordance with the Product Specifica�on to the Users during the Subscrip�on 
Term in accordance with the Contract;  

6.1.5. use all reasonable efforts in accordance with Good Industry Prac�ce not to 
introduce into the Product Content or Pla�orm any Contaminants; and 

6.1.6. use an industry-recognized security so�ware program (to which latest recent 
patches and updates have been applied) in accordance with Good Industry 
Prac�ce to detect the presence of any Contaminant and that, upon detec�on of 
any Contaminant, it shall be promptly eradicated or quaran�ned by the 
Supplier. 

6.2. Except as set out in Condi�on 6.1, the Supplier gives no warranty: 
6.2.1. as to the accuracy, completeness or suitability of the Pla�orm or Product 

Content, or that the Pla�orm or Product Content will meet any of the 
Customer’s or its Affiliate's or User's present or future specific individual needs 
or requirements;  

6.2.2. that the Pla�orm or Product Content will be compa�ble with the Customer 
Systems other than those mee�ng the Minimum Specifica�on; or 

6.2.3. that access to the Pla�orm and Product Content will be delivered without 
interrup�on, fault or error. It may be necessary to suspend or restrict access to 
the Pla�orm and Product Content at any �me for any reason including for any 
urgent or planned maintenance. 

6.3. ALL THIRD-PARTY PRODUCTS, INCLUDING THE BRIDGE SERVICES, ARE PROVIDED 
AS-IS AND AS-AVAILABLE, AND THE SUPPLIER HEREBY DISCLAIMS ALL LIABILITY 
ARISING FROM OR RELATED TO SUCH THIRD-PARTY PRODUCTS. THE CUSTOMER 
ASSUMES ALL RISKS IN CONNECTION WITH ITS USE OF THIRD-PARTY PRODUCTS. 

6.4. The Supplier shall provide the Pla�orm and Product Content in accordance with 
what is s�pulated in the Order, but the Supplier does not otherwise warrant that 
the Pla�orm or Products Content will meet any individual requirements of the 
Customer. The Supplier is not responsible for anything not expressly s�pulated in 
the Order that the Supplier will provide. The Customer is responsible for anything 
that it needs to obtain from someone other than the Supplier. Except for any 
mater upon which the Supplier specifically agrees in wri�ng with the Customer 
to advise or do, the Supplier shall not be responsible or have any liability for 
advising on, or failing to advise on, or doing, or failing to do, anything else. OTHER 
THAN AS SPECIFIED HEREIN, THE SUPPLIER AND ITS AFFILIATES AND LICENSORS 
HEREBY DISCLAIM ALL REPRESENTATIONS AND WARRANTIES ARISING OUT OF OR 
RELATED TO THE CONTRACT, WHETHER EXPRESS, IMPLIED, STATUTORY, OR 
OTHERWISE. 

6.5. The Supplier shall use all reasonable efforts to ensure that the informa�on and 
ideas contained, suggested or referenced in the Product Content are accurate and 
up-to-date. The Product Content is for general guidance only. The Customer 
agrees that it is its responsibility to obtain professional or specialist advice before 
taking, or refraining from, any ac�on on the basis of the Product Content. 

6.6. Unless otherwise agreed in wri�ng in the Order, the Supplier shall provide all 
Services and Product Content in the English language only and the Supplier shall 
not be responsible for any transla�ons from English. 

6.7. Where the Supplier is providing any Consul�ng Services, it shall use all reasonable 
efforts to perform its obliga�ons within any �mescales set out in the Order, but 



 

the Supplier shall not have any liability for any delays or failure to accurately 
perform its obliga�ons: 

6.7.1. if it has used those efforts; or  
6.7.2. to the extent caused by any failure or delay in anything that the Customer or 

the Customer's Affiliates or Users need to provide or by any breach by the 
Customer of the Contract. 

6.8. If there is any slippage in �me, the Supplier shall use all reasonable efforts to 
reschedule delayed tasks to a mutually convenient �me. 

6.9. The Supplier shall comply with the Service Level Schedule. 
6.10. Subject to the remedies under the Service Level Schedule, the Supplier is not 

responsible for any delays, delivery failures, or any other loss or damage resul�ng 
from the transfer of data over communica�ons networks and facili�es not within 
its control, including the internet, and the Customer acknowledges that access to 
the Pla�orm may be subject to limita�ons, delays and other problems inherent in 
the use of such communica�ons facili�es, and accordingly the Supplier does not 
warrant that access to the Pla�orm will be uninterrupted or error-free or that it 
will be available at any par�cular speed. 

6.11. Although the Supplier uses a firewall and takes steps against Contaminants and 
uses virus and content filtering so�ware in accordance with Good Industry 
Prac�ce, the Supplier cannot guarantee 100% security and shall not have any 
liability for damage to, unauthorized access to, or Contaminants that may affect, 
the Product Content, Pla�orm or any computer equipment, so�ware, data or 
other property. The Supplier shall also not have any liability for the ac�ons of third 
par�es in breaching any security measures. 

6.12. Except where expressly provided for within these SaaS Terms, the Supplier 
excludes all condi�ons, warran�es, terms and obliga�ons, whether express or 
implied by statute, common law or otherwise, to the fullest extent permited by 
law in respect of the Product Content, Pla�orm and Services. THE SUPPLIER 
SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES OF MERCHANTABILITY, 
FITNESS FOR A PARTICULAR PURPOSE, TITLE, AND NON-INFRINGEMENT, AND ALL 
WARRANTIES ARISING FROM COURSE OF DEALING, USAGE, OR TRADE PRACTICE. 
THE SUPPLIER MAKES NO WARRANTY OF ANY KIND THAT THE PRODUCT 
CONTENT, PLATFORM OR RESULTS OF THE USE THEREOF WILL MEET THE 
CUSTOMER’S OR ANY OTHER PERSON’S REQUIREMENTS, OPERATE WITHOUT 
INTERRUPTION, ACHIEVE ANY INTENDED RESULT, BE COMPATIBLE OR WORK 
WITH ANY SOFTWARE, SYSTEM, OR OTHER SERVICES, OR BE SECURE, ACCURATE, 
COMPLETE, FREE OF HARMFUL CODE, OR ERROR FREE. WITHOUT LIMITING THE 
GENERALITY OF THE FOREGOING, THE SUPPLIER STRICTLY DISCLAIMS ALL 
REPRESENTATIONS, WARRANTIES, AND LIABILITY WITH RESPECT TO ANY THIRD-
PARTY PRODUCTS. 

7. SUPPORT SERVICES  
7.1. Where the Supplier offers support Services for a par�cular Service they shall be 

as specified in the Service Level Schedule and be made available during the 
Subscrip�on Term.  

7.2. The Customer shall report any problems or errors using the method set out in the 
Service Level Schedule, giving full details of: (i) the Customer’s informa�on; (ii) the 
relevant User; (iii) a full descrip�on of the problem or error; and (iv) any other 
relevant informa�on reasonably requested by the Supplier. 

7.3. The Supplier shall not provide support Services where problems or errors result 
from: (i) use of the Pla�orm or Product Content contrary to the Supplier's 
instruc�ons or the terms of the Contract; (ii) the Customer’s or User’s negligence; 
or (iii) a malfunc�on of hardware, Customer Systems or any so�ware. 

8. USAGE DATA 
8.1. Notwithstanding anything to the contrary in these SaaS Terms, the Supplier may 

monitor the Customer’s use of the Pla�orm and collect and compile usage and 
opera�ons data in connec�on with such use, including query logs, training 
performance informa�on, and metadata (collec�vely “Usage Data”). As between 
the Supplier and the Customer, all right, �tle, and interest in Usage Data, and all 
intellectual property rights therein, belong to and are retained solely by the 
Supplier. The Supplier may (i) make Usage Data publicly available in compliance 
with Applicable Law, and (ii) use the Usage Data for any purpose to the extent and 
in the manner permited under Applicable Law, including for the purposes of 
improving the Pla�orm, developing new features of the Pla�orm, marke�ng the 
Pla�orm, and sugges�ng addi�onal training modules or features of the Pla�orm 
to the Customer and its Users based on the Supplier's analysis of the Usage Data 
provided that in each case Usage Data does not contain personal data rela�ng to 
Users or Customer Confiden�al Informa�on.  

9. CUSTOMER RESPONSIBILITIES 
9.1. The Customer shall not use or access the Pla�orm or Product Content for any 

illegal or unlawful purpose, or any purpose which may bring the Supplier or its 
business, products or the services into disrepute. 

9.2. The Customer shall comply with all reasonable instruc�ons as to the use of and 
access to the Pla�orm and Product Content which may be given by the Supplier 
from �me to �me in wri�ng or posted on the Pla�orm from �me to �me. 

9.3. The Customer shall be responsible for ensuring that the Customer Systems meet 
the Minimum Specifica�on indicated by the Supplier for the use thereof. The 
Supplier shall not be responsible for any failure of the Customer or the Customer’s 
Affiliate or a User to access the Pla�orm or Product Content to the extent caused 
by a failure of Customer Systems or the Customer to ensure that the Customer 
Systems meet the Minimum Specifica�on. 

9.4. The Customer hereby grants to the Supplier a non-exclusive, non-transferable 
license to use the Customer Content un�l the termina�on of the Subscrip�on 
Term only for the purposes of providing the Services under the Contract. 

9.5. The Customer shall not knowingly or negligently upload, post, publish, transmit 
or transfer to the Pla�orm any Customer Content or any so�ware, files or other 
material, or use any Customer Content, which: (i) is defamatory, illegal, obscene, 
threatening, abusive, or offensive (or is likely to be perceived as such); (ii) is in 
breach of or infringes any Intellectual Property Rights; (iii) is a Contaminant or 
otherwise likely to cause damage to, or adversely affect, data, so�ware or the 
performance or availability of the Pla�orm; (iv) is in breach of any Applicable Law; 
(v) contains any unauthorized adver�sing, promo�on or solicita�on; or (vi) 
materially misrepresents facts which may be damaging or injurious to the Supplier 
or its other customers or users. 

9.6. Without prejudice to the other rights and remedies of the Supplier, the Supplier 
reserves the right to remove or amend any so�ware, files, Customer Content or 
material which would be a breach of Condi�on 9.5. 

9.7. The Customer shall not: 
9.7.1. interfere with any other person’s use of a Pla�orm or Product Content or 

otherwise act in a way that nega�vely affects another Customer’s or user’s use 
of or access to the Pla�orm or Product Content; or 

9.7.2. cause the Pla�orm or any of the Product Content to be interrupted, damaged, 
rendered less efficient or in any way impaired. 

9.8. Except as may be expressly stated otherwise, the Supplier does not monitor, 
approve, endorse or exercise editorial control over any Customer Content, other 
subscribers or third par�es, and, accordingly, the Supplier gives no warranty, 
representa�on or undertaking in respect of such informa�on. 

9.9. From �me to �me the Supplier may issue updates to the Pla�orm. Depending on 
the update, the Customer and any User may not be able to access or use some or 
all of the Pla�orm un�l the Customer and the User has undertaken necessary 
so�ware updates.  

9.10. The Customer shall make its own copies of User Data when it needs, or shall 
request from the Supplier the delivery of User Data in a format reasonably 
required as part of the Supplier's provision of Consul�ng Services. 

9.11. The Customer shall promptly provide to the Supplier, Customer Content, 
informa�on and assistance (including anything iden�fied in the Order to be 
provided to the Supplier or as reasonably required by the Supplier) that will 
enable the Supplier to carry out fully, accurately and promptly its obliga�ons. 

9.12. The Customer shall not knowingly allow any individual under the age of eighteen 
(18) years old to use the Pla�orm unless: (i) the Customer has received the 
Supplier’s prior writen approval, and (ii) the Customer and the Supplier execute 
a separate writen agreement with addi�onal terms related to the use, collec�on, 
and disclosure of informa�on pertaining to individuals under the age of eighteen 
(18) years old. 

9.13. The Customer shall not allow any User to use the Pla�orm or Product Content in 
a manner that imposes an unreasonable or dispropor�onate load on the Pla�orm 
or the Supplier’s servers, hos�ng providers, or infrastructure.   

10. CHARGES AND PAYMENTS 
10.1. Unless otherwise set out in the Order or expressly agreed in wri�ng by the 

Supplier, the Supplier shall invoice the Customer for the Charges in advance of the 
Customer’s and its Affiliates' and its Users' ability to access or use any of the 
Pla�orm for the Subscrip�on Term. 

10.2. Unless otherwise set out in the Order or expressly agreed in wri�ng by the 
Supplier, the Supplier shall invoice the Customer for the Consul�ng Services 
Charges monthly in arrears for the Consul�ng Services supplied in that month 
(provided that the Supplier may require payment for any known Consul�ng 
Services Charges in advance of providing the Consul�ng Services). 

10.3. Unless otherwise agreed by the Supplier, the Customer and its Affiliates and its 
Users shall not have a right to access or use the Pla�orm and Product Content 
un�l the Customer has paid the relevant Charges and taxes applicable in full. 

10.4. If the laws of any part of the territory where the Customer is based require the 
Customer to withhold tax on any payment which the Customer is obliged to make 
to the Supplier, the Par�es shall use all reasonable efforts to conduct their 



 

accoun�ng arrangements where legally possible to avoid the applica�on of 
withholding tax (such as for the Customer to contract and pay through a company 
in a jurisdic�on where withholding tax would not apply). If withholding tax does 
apply, the Customer shall: 

10.4.1. obtain a proper receipt and discharge for the tax so deducted and forward it 
without delay to the Supplier; 

10.4.2. do all such other things and take such other steps as may be reasonably 
required to enable the Supplier to obtain any tax credit which may be available 
to it in connec�on with any tax payment; and 

10.4.3. in the event that any taxes deducted cannot be reclaimed or used by the 
Supplier as a credit against any tax payable by the Supplier, at such �me as the 
Supplier reasonably requires make up to the Supplier any shor�alls in payment 
atributable to such tax deduc�ons. 

10.5. If the Customer is late in paying any part of any monies due to the Supplier, the 
Supplier may (without prejudice to any other right or remedy available to it give 
the Customer at least five (5) Business Days’ no�ce that it is suspending the 
Customer’s and its Affiliates’ and Users’ access to the Pla�orm and Product 
Content with immediate effect un�l the Supplier receives the outstanding 
amounts in full. 

11.  INTELLECTUAL PROPERTY RIGHTS 
11.1. The Customer hereby acknowledges that, as between it and the Supplier, all 

Intellectual Property Rights in the Pla�orm and the Product Content are owned 
by or licensed to the Supplier. Except pursuant to the license, nothing in these 
SaaS Terms or the Contract shall operate to transfer or grant any rights in any 
Intellectual Property Rights in the Pla�orm or Product Content to the Customer, 
a User or any person. 

11.2. The Supplier shall own all Intellectual Property Rights in Product Developments, 
subject to it either replacing any Customer Content with generic content or 
reproducing such Product Developments without Customer Content. To the 
extent that the Supplier is not otherwise the owner, the Customer hereby assigns 
to the Supplier (by way of present and future assignment of copyright) all such 
Intellectual Property Rights in Product Developments (without Customer 
Content). 

11.3. The Supplier hereby acknowledges that, as between it and the Customer, all 
Intellectual Property Rights in the Customer Content are owned by or licensed to 
the Customer. Except for the Customer Content license in the Contract, nothing 
in the Contract shall operate to transfer or grant any rights in any Intellectual 
Property Rights in the Customer Content to the Supplier or any person. 

11.4. The Supplier reserves the right to revise or amend the format and/or content of 
the Pla�orm and Product Content from �me to �me, provided that if it does so, it 
shall use all reasonable efforts to ensure that there is no adverse change in the 
content, quality or performance of the Pla�orm or the Product Content. 

11.5. Except to the extent expressly permited in the Contract or at law, the Customer 
shall not directly or indirectly reproduce, copy, publish, post, broadcast, transmit, 
disseminate, sell, rent, license, distribute, circulate, make available, alter, vary, 
modify, translate, disassemble, decompile, recompile, reverse engineer, or create 
deriva�ve works of the Pla�orm or Product Content or infringe the Supplier’s 
Intellectual Property Rights, or enter into an arrangement, agreement or 
understanding which would or might allow or encourage a third party to do so. 
The Supplier shall make available any necessary interoperability informa�on on 
request, subject to the Customer first paying the Supplier’s reasonable fee for 
doing so. 

11.6. The Customer shall promptly inform the Supplier in wri�ng in the event that it 
becomes aware of any unauthorized use of or access to the Pla�orm or Product 
Content or any actual or suspected infringement of any of the Supplier’s 
Intellectual Property Rights, and the Customer shall provide all further 
coopera�on reasonably requested by the Supplier. 

11.7. The Supplier shall promptly inform the Customer in wri�ng in the event that it 
becomes aware of any unauthorized use of or access to the Customer Content or 
any actual or suspected infringement of any of the Customer's Intellectual 
Property Rights, and the Supplier shall provide all further coopera�on reasonably 
requested by the Customer. 

11.8. The Customer shall permit the Supplier and the Supplier’s representa�ves at all 
reasonable �mes and on reasonable prior writen no�ce to enter such places and 
inspect such equipment under the Customer’s and its Affiliates’ control and 
monitor the Customer’s and its Affiliates‘ and Users’ use of and access to the 
Pla�orm and Product Content (whether remotely or not) to verify that the 
Customer and the Customer’s Affiliates and Users are complying with the terms 
of the Contract and the User Rules and not infringing the Supplier’s or its licensors’ 
Intellectual Property Rights. 

11.9. The Customer acknowledges that it has no right to have access to the Pla�orm in 
source code form. 

11.10. The Customer shall not (i) atack the �tle or any rights of the Supplier in or to the 
Pla�orm and the Product Content, or (ii) claim any right, �tle or interest in or to 
the Pla�orm and the Product Content. 

11.11. If the Customer or any of its employees or Users sends or transmits any 
communica�ons or materials to the Supplier by mail, email, telephone, or 
otherwise, sugges�ng or recommending changes to the Pla�orm or Product 
Content, including without limita�on, new features or func�onality rela�ng 
thereto, or any comments, ques�ons, sugges�ons, or the like (collec�vely, 
“Feedback”), the Supplier is free to use such Feedback irrespec�ve of any other 
obliga�on or limita�on between the par�es governing such Feedback. The 
Customer hereby assigns to the Supplier on the Customer’s behalf, and on behalf 
of its employees and Users, all right, �tle, and interest in, and the Supplier is free 
to use, without any atribu�on or compensa�on to any party, any ideas, know-
how, concepts, techniques, or other intellectual property rights contained in the 
Feedback, for any purpose whatsoever, although the Supplier is not required to 
use any Feedback. 

12.   DATA PROTECTION 
12.1. The Data Protec�on Addendum available at https://www.qa.com/legal-privacy/ 

is incorporated into these SaaS Terms. 
12.2. The Supplier shall be a Data Processor where it is Processing Personal Data (as all 

terms are defined in the Data Protec�on Addendum) for the purpose of its role in 
delivering Services to the Customer’s Users.  

12.3. The Customer acknowledges and agrees that the Pla�orm is not designed for, and 
the Customer shall not upload, transmit, or otherwise make available to the 
Supplier via the Pla�orm or otherwise, any “highly regulated data,” which means 
any (i) informa�on subject to or regulated by the US Health Insurance Portability 
And Accountability Act of 1996 (including protected health informa�on); (ii) 
informa�on pertaining to individuals under the age of 18 years old (and the 
Customer shall not permit or allow any individual under the age of 18 years old to 
access or use the Pla�orm); (iii) sensi�ve categories of data, including informa�on 
related to a person’s racial or ethnic origin, religious or philosophical beliefs, 
poli�cal affilia�on or ac�vi�es, trade union membership, mental or physical 
health, sexual orienta�on, gene�c informa�on, credit status, moral character; or 
(iv) any other informa�on or data that is subject to heightened regulatory 
requirements. Any submission by the Customer or any authorized user of highly 
regulated data is made at the Customer’s sole risk, and the Supplier shall not be 
responsible or liable for any liability, loss, fines, fees, expenses, or other damages 
of any kind, whether direct or indirect, arising from or related to any highly 
regulated data. 

13. CONSEQUENCES OF TERMINATION AND EXPIRATION 
13.1. Upon termina�on or expira�on of the Contract for any reason: 
13.1.1. all outstanding Charges for Services provided or in the process of being created 

for delivery shall become payable; 
13.1.2. the Customer shall, and shall require that all applicable Users shall, immediately 

cease accessing and using the Pla�orm and any Product Content and cease 
using any username or password in rela�on to the Pla�orm;  

13.1.3. the Customer shall, and shall require that all applicable Users shall, immediately 
delete or remove the App from all Customer Systems and immediately destroy 
all copies of the App in their possession, custody or control; and 

13.1.4. subject to the Customer paying any applicable Consul�ng Services Fees in 
advance, promptly following the Customer's writen request, the Supplier shall 
provide or make available User Data in a form reasonably required by the 
Customer.  

13.2. In the event of termina�on by the Customer pursuant to Condi�on 11.1 of the 
General Terms, the Supplier shall pay to the Customer an amount equivalent to 
the Charges pro-rated to reflect the unused Subscrip�on Term or unused Licenses 
as applicable. 

13.3. If the Customer has ordered Licenses but Licenses covered within the Order have 
been used or accessed by Users within the Subscrip�on Term, the rights for access 
to those Licenses shall expire notwithstanding that they have been paid but 
remained unused by the Customer or the User. 

13.4. Termina�on by the Supplier of a Contract in accordance with Condi�on 11.1 or 
11.2.2 of the General Terms shall permit the Supplier to terminate any or all 
Orders in place between the Supplier and the Customer or any Affiliate of the 
Customer.  

14. SUSPENSION 
14.1. The Supplier reserves the right to suspend or disable access to and use of any 

por�on or all of the Pla�orm and Product Content by the Customer and the 
Customer's Affiliates and Users if: 

https://www.qa.com/legal-privacy/


 

14.1.1. The Supplier reasonably suspects that the Customer or any of the Customer's 
Affiliates or any User is in breach of the Contract or the User Rules; or 

14.1.2. The Supplier reasonably believes that there is likely to be or has been a breach 
of security, or misuse of any username or password of the Customer or the 
Customer's Affiliates or its Users or use of the Pla�orm or Product Content by 
an individual or organiza�on who is not (or no longer is) a User; or 

14.1.3. the Customer or any of the Customer's Affiliates or any User is misusing or there 
is threat of misuse of the Pla�orm or Product Content or is infringing the 
Supplier’s or the Supplier's Affiliates' Intellectual Property Rights; or 

14.1.4. the Customer’s or any User’s use of the Pla�orm or Product Content disrupts or 
poses a security risk to the Supplier or to any other customer or supplier of the 
Supplier.  

14.2. Suspension under Condi�on 14.1 may be without no�ce and whether by use of a 
code, by disabling access on its servers, by remote access or by physical 
atendance at any place where the Pla�orm or Product Content is being accessed 
from or otherwise. 

14.3. If the Supplier suspends or disables access to and use of the Pla�orm and Product 
Content by the Customer and the Customer's Affiliates and Users pursuant to 
Condi�on 14.1, it shall promptly inform the Customer following such suspension 
providing the Customer with reasons for such suspension in order that the 
Customer can address the concerns raised by the Supplier and/or remedy the 
same to the Supplier's reasonable sa�sfac�on, at which point the Supplier shall 
li� the suspension. The Supplier will have no liability for any damage, liabili�es, 
losses (including any loss of data or profits), or any other consequences that the 
Customer or any User may incur as a result of a suspension under Condi�on 14.1. 

15. GENERAL  
15.1. All provisions, which by their nature or context require survival to fulfil their 

essen�al purpose, shall survive any expira�on or termina�on of the Contract, 
including Condi�on 8 (Usage Data), 6 (Warran�es and Disclaimer), 11 (Intellectual 
Property Rights, 13 (Consequences of Termina�on and Expira�on), and 15 
(General). 

15.2. The Supplier may make minor changes or amendments to these SaaS Terms or 
the User Rules at any �me without no�ce to the Customer or User by either 
pos�ng changes online or through the Pla�orm. The Customer and Users are 
responsible for regularly reviewing informa�on posted through the Pla�orm in 
order to obtain �mely warning of such changes. Con�nued access or use of the 
Pla�orm by the Customer or User a�er such changes have been posted 
cons�tutes acceptance of such changes. At the Supplier's op�on, the Customer or 
the User may be required to read and accept any changes to the User Rules in 
order to con�nue to use the Pla�orm. 

15.3. To the extent that a Condi�on of the Contract is of such a character that a breach 
thereof by either party will result in irreparable damage and injury to the other 
for which there will be no adequate remedy at law, a party shall have the right 
and remedy to have such Condi�on specifically enforced by any court having 
equity jurisdic�on, without the pos�ng of a bond or other security, it being agreed 
that in any proceeding for an injunc�on, and upon any mo�on for a temporary or 
permanent injunc�on, the ability to answer in damages shall not be a bar or 
interposed as a defense to the gran�ng of such injunc�on. The provisions of this 
Condi�on 15.3 shall survive the termina�on of the Contract. 

15.4. US Government Rights. Each of the Product Content and so�ware that cons�tute 
the Pla�orm is a commercial item as that term is defined at 48 C.F.R. § 2.101, 
consis�ng of commercial computer so�ware and commercial computer so�ware 
documenta�on as such terms are used in 48 C.F.R. § 12.212. Accordingly, if the 
Customer is an agency of the US Government or any contractor therefore, the 
Customer only receives those rights with respect to the Pla�orm and Product 
Content as are granted to all other end users, in accordance with (a) 48 C.F.R. § 
227.7201 through 48 C.F.R. § 227.7204, with respect to the Department of 
Defense and their contractors, or (b) 48 C.F.R. § 12.212, with respect to all other 
US Government users and their contractors. 
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Cloud Academy SLAs 

Cloud Academy Service-Level Agreement (SLA) 
 

 
1. SLA Defini�ons.  Capitalized terms used in this SLA but not otherwise defined herein shall have the following meanings.  All other capitalized terms used but not defined 
in this SLA shall have the meanings set forth in the SaaS Terms.  
 

1.1 “Available” means that the core features and func�onality of the Pla�orm are accessible by the Customer and the Authorized Users. 
 
1.2 “Excused Down�me” means any �me during which the Pla�orm is not Available due to: (A) scheduled or unscheduled maintenance, updates, upgrades, 
improvements, patches, or other modifica�ons to the Pla�orm made by Supplier; (B) periods during which the Customer’s or any Authorized User’s access to the Pla�orm 
has been suspended by the Supplier in accordance with the SaaS Terms; (C) down�me atributable to a force majeure or other event outside of Supplier’s reasonable 
control, including Acts of God, telecommunica�ons failures, fire, disaster, flood, earthquake, or acts of government. 
 
1.3 “Down�me Percentage” means 99.5% minus the actual Monthly Up�me Percentage in any calendar month.  
 
1.4 “Monthly Up�me Percentage” means (the number of minutes the Pla�orm was Available in any calendar month) divided by the outcome of: (the total number 
of minutes in the applicable month minus the number of minutes of Excused Down�me in that month). 
 
1.5 “Service Credit” a credit of the pro-rated amount of money equal to the Down�me Percentage mul�plied by the monthly subscrip�on fee payable by the 
Customer for use of the Pla�orm in the affected calendar month. 
 

2. SLA Commitment.  The Supplier shall exercise reasonable efforts to achieve a minimum Monthly Up�me Percentage of at least 99.5% of the �me in any full calendar 
month during which the Customer is authorized to use the Pla�orm in accordance with the applicable Order Form.  
 
3. Service Level Credits.  Subject to the exclusions set forth below, in the event that the Pla�orm’s Availability falls below the Minimum Up�me Percentage in any calendar 
month, the Customer’s sole and exclusive remedy, and the Supplier’s sole and exclusive liability, shall be for the Supplier to issue the Customer a Service Credit against the Customer’s 
next invoice.  Regardless of the actual Down�me Percentage in any Calendar Month, the maximum Service Credit that the Customer may receive in any calendar month is 20% of the 
aggregate monthly subscrip�on fees payable by the Customer for use of the Pla�orm during such month. 
 
4. Requirements.  The Customer’s receipt of Service Credits is expressly con�ngent on: (A) the Customer informing the Supplier in wri�ng, within five (5) days of the last day 
in any calendar month, of the amount of �me that the Pla�orm was not Available in such month and the amount of the Customer’s requested Service Credit; (B) the Customer 
providing reasonably detailed evidence to corroborate the Customer’s claim that the Pla�orm was not Available; (C) the Customer being current on all payment obliga�ons under 
each Order Form and having no outstanding invoiced amounts; and (D) the Customer and each Authorized User being in full compliance with all provisions of the SaaS Terms and 
any other agreement between the Customer and  the Supplier.  The Supplier shall evaluate the Customer’s request for Service Credits and make a decision on whether to issue such 
Service Credits within sixty (60) days of receipt of the Customer’s request for the same.  The Supplier may deny Service Credits in its reasonable discre�on.    
 
5. Exclusions.  This SLA does not apply to, the Customer shall have no right to receive Service Credits for, and the Supplier shall have no obliga�on to provide Service Credits 
in the event that any por�on of the Down�me Percentage is related to: (A) the Customer or any Authorized User’s breach of the SaaS Terms or any other agreement between the 
Supplier and the Customer; (B) the Customer’s combina�on of the Pla�orm with any other so�ware, hardware, technology, or other materials not supplied by Supplier; (C) errors 
caused by the Customer’s or any Authorized User’s own internet network, device, or other telecommunica�ons service or equipment; (D) failures or errors in Third-Party Products; 
(E) the Customer’s or any Authorized User’s modifica�on of the Pla�orm; (F) the Supplier’s reliance on any instruc�ons or specifica�ons provided by the Customer or any Authorized 
User; (F) failures or errors made by the Supplier’s third-party hos�ng providers (including AWS, Azure, and Alibaba); (G) the Customer’s or any Authorized User’s use of the Pla�orm 
on any unsupported browser or device; (H) user error on behalf of any Authorized User; or (J) down�me that cannot be substan�ated by the Supplier’s or the Customer’s logs or 
records.   
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	9.4. The Customer hereby grants to the Supplier a non-exclusive, non-transferable license to use the Customer Content until the termination of the Subscription Term only for the purposes of providing the Services under the Contract.
	9.5. The Customer shall not knowingly or negligently upload, post, publish, transmit or transfer to the Platform any Customer Content or any software, files or other material, or use any Customer Content, which: (i) is defamatory, illegal, obscene, th...
	9.6. Without prejudice to the other rights and remedies of the Supplier, the Supplier reserves the right to remove or amend any software, files, Customer Content or material which would be a breach of Condition 9.5.
	9.7. The Customer shall not:
	9.7.1. interfere with any other person’s use of a Platform or Product Content or otherwise act in a way that negatively affects another Customer’s or user’s use of or access to the Platform or Product Content; or
	9.7.2. cause the Platform or any of the Product Content to be interrupted, damaged, rendered less efficient or in any way impaired.
	9.8. Except as may be expressly stated otherwise, the Supplier does not monitor, approve, endorse or exercise editorial control over any Customer Content, other subscribers or third parties, and, accordingly, the Supplier gives no warranty, representa...
	9.9. From time to time the Supplier may issue updates to the Platform. Depending on the update, the Customer and any User may not be able to access or use some or all of the Platform until the Customer and the User has undertaken necessary software up...
	9.10. The Customer shall make its own copies of User Data when it needs, or shall request from the Supplier the delivery of User Data in a format reasonably required as part of the Supplier's provision of Consulting Services.
	9.11. The Customer shall promptly provide to the Supplier, Customer Content, information and assistance (including anything identified in the Order to be provided to the Supplier or as reasonably required by the Supplier) that will enable the Supplier...
	9.12. The Customer shall not knowingly allow any individual under the age of eighteen (18) years old to use the Platform unless: (i) the Customer has received the Supplier’s prior written approval, and (ii) the Customer and the Supplier execute a sepa...
	9.13. The Customer shall not allow any User to use the Platform or Product Content in a manner that imposes an unreasonable or disproportionate load on the Platform or the Supplier’s servers, hosting providers, or infrastructure.
	10. CHARGES AND PAYMENTS
	10.1. Unless otherwise set out in the Order or expressly agreed in writing by the Supplier, the Supplier shall invoice the Customer for the Charges in advance of the Customer’s and its Affiliates' and its Users' ability to access or use any of the Pla...
	10.2. Unless otherwise set out in the Order or expressly agreed in writing by the Supplier, the Supplier shall invoice the Customer for the Consulting Services Charges monthly in arrears for the Consulting Services supplied in that month (provided tha...
	10.3. Unless otherwise agreed by the Supplier, the Customer and its Affiliates and its Users shall not have a right to access or use the Platform and Product Content until the Customer has paid the relevant Charges and taxes applicable in full.
	10.4. If the laws of any part of the territory where the Customer is based require the Customer to withhold tax on any payment which the Customer is obliged to make to the Supplier, the Parties shall use all reasonable efforts to conduct their account...
	10.4.1. obtain a proper receipt and discharge for the tax so deducted and forward it without delay to the Supplier;
	10.4.2. do all such other things and take such other steps as may be reasonably required to enable the Supplier to obtain any tax credit which may be available to it in connection with any tax payment; and
	10.4.3. in the event that any taxes deducted cannot be reclaimed or used by the Supplier as a credit against any tax payable by the Supplier, at such time as the Supplier reasonably requires make up to the Supplier any shortfalls in payment attributab...
	10.5. If the Customer is late in paying any part of any monies due to the Supplier, the Supplier may (without prejudice to any other right or remedy available to it give the Customer at least five (5) Business Days’ notice that it is suspending the Cu...
	11.  INTELLECTUAL PROPERTY RIGHTS
	11.1. The Customer hereby acknowledges that, as between it and the Supplier, all Intellectual Property Rights in the Platform and the Product Content are owned by or licensed to the Supplier. Except pursuant to the license, nothing in these SaaS Terms...
	11.2. The Supplier shall own all Intellectual Property Rights in Product Developments, subject to it either replacing any Customer Content with generic content or reproducing such Product Developments without Customer Content. To the extent that the S...
	11.3. The Supplier hereby acknowledges that, as between it and the Customer, all Intellectual Property Rights in the Customer Content are owned by or licensed to the Customer. Except for the Customer Content license in the Contract, nothing in the Con...
	11.4. The Supplier reserves the right to revise or amend the format and/or content of the Platform and Product Content from time to time, provided that if it does so, it shall use all reasonable efforts to ensure that there is no adverse change in the...
	11.5. Except to the extent expressly permitted in the Contract or at law, the Customer shall not directly or indirectly reproduce, copy, publish, post, broadcast, transmit, disseminate, sell, rent, license, distribute, circulate, make available, alter...
	11.6. The Customer shall promptly inform the Supplier in writing in the event that it becomes aware of any unauthorized use of or access to the Platform or Product Content or any actual or suspected infringement of any of the Supplier’s Intellectual P...
	11.7. The Supplier shall promptly inform the Customer in writing in the event that it becomes aware of any unauthorized use of or access to the Customer Content or any actual or suspected infringement of any of the Customer's Intellectual Property Rig...
	11.8. The Customer shall permit the Supplier and the Supplier’s representatives at all reasonable times and on reasonable prior written notice to enter such places and inspect such equipment under the Customer’s and its Affiliates’ control and monitor...
	11.9. The Customer acknowledges that it has no right to have access to the Platform in source code form.
	11.10. The Customer shall not (i) attack the title or any rights of the Supplier in or to the Platform and the Product Content, or (ii) claim any right, title or interest in or to the Platform and the Product Content.
	11.11. If the Customer or any of its employees or Users sends or transmits any communications or materials to the Supplier by mail, email, telephone, or otherwise, suggesting or recommending changes to the Platform or Product Content, including withou...
	12.   DATA PROTECTION
	12.1. The Data Protection Addendum available at https://www.qa.com/legal-privacy/ is incorporated into these SaaS Terms.
	12.2. The Supplier shall be a Data Processor where it is Processing Personal Data (as all terms are defined in the Data Protection Addendum) for the purpose of its role in delivering Services to the Customer’s Users.
	12.3. The Customer acknowledges and agrees that the Platform is not designed for, and the Customer shall not upload, transmit, or otherwise make available to the Supplier via the Platform or otherwise, any “highly regulated data,” which means any (i) ...
	13. CONSEQUENCES OF TERMINATION AND EXPIRATION
	13.1. Upon termination or expiration of the Contract for any reason:
	13.1.1. all outstanding Charges for Services provided or in the process of being created for delivery shall become payable;
	13.1.2. the Customer shall, and shall require that all applicable Users shall, immediately cease accessing and using the Platform and any Product Content and cease using any username or password in relation to the Platform;
	13.1.3. the Customer shall, and shall require that all applicable Users shall, immediately delete or remove the App from all Customer Systems and immediately destroy all copies of the App in their possession, custody or control; and
	13.1.4. subject to the Customer paying any applicable Consulting Services Fees in advance, promptly following the Customer's written request, the Supplier shall provide or make available User Data in a form reasonably required by the Customer.
	13.2. In the event of termination by the Customer pursuant to Condition 11.1 of the General Terms, the Supplier shall pay to the Customer an amount equivalent to the Charges pro-rated to reflect the unused Subscription Term or unused Licenses as appli...
	13.3. If the Customer has ordered Licenses but Licenses covered within the Order have been used or accessed by Users within the Subscription Term, the rights for access to those Licenses shall expire notwithstanding that they have been paid but remain...
	13.4. Termination by the Supplier of a Contract in accordance with Condition 11.1 or 11.2.2 of the General Terms shall permit the Supplier to terminate any or all Orders in place between the Supplier and the Customer or any Affiliate of the Customer.
	14. SUSPENSION
	14.1. The Supplier reserves the right to suspend or disable access to and use of any portion or all of the Platform and Product Content by the Customer and the Customer's Affiliates and Users if:
	14.1.1. The Supplier reasonably suspects that the Customer or any of the Customer's Affiliates or any User is in breach of the Contract or the User Rules; or
	14.1.2. The Supplier reasonably believes that there is likely to be or has been a breach of security, or misuse of any username or password of the Customer or the Customer's Affiliates or its Users or use of the Platform or Product Content by an indiv...
	14.1.3. the Customer or any of the Customer's Affiliates or any User is misusing or there is threat of misuse of the Platform or Product Content or is infringing the Supplier’s or the Supplier's Affiliates' Intellectual Property Rights; or
	14.1.4. the Customer’s or any User’s use of the Platform or Product Content disrupts or poses a security risk to the Supplier or to any other customer or supplier of the Supplier.
	14.2. Suspension under Condition 14.1 may be without notice and whether by use of a code, by disabling access on its servers, by remote access or by physical attendance at any place where the Platform or Product Content is being accessed from or other...
	14.3. If the Supplier suspends or disables access to and use of the Platform and Product Content by the Customer and the Customer's Affiliates and Users pursuant to Condition 14.1, it shall promptly inform the Customer following such suspension provid...
	15. GENERAL
	15.1. All provisions, which by their nature or context require survival to fulfil their essential purpose, shall survive any expiration or termination of the Contract, including Condition 8 (Usage Data), 6 (Warranties and Disclaimer), 11 (Intellectual...
	15.2. The Supplier may make minor changes or amendments to these SaaS Terms or the User Rules at any time without notice to the Customer or User by either posting changes online or through the Platform. The Customer and Users are responsible for regul...
	15.3. To the extent that a Condition of the Contract is of such a character that a breach thereof by either party will result in irreparable damage and injury to the other for which there will be no adequate remedy at law, a party shall have the right...
	15.4. US Government Rights. Each of the Product Content and software that constitute the Platform is a commercial item as that term is defined at 48 C.F.R. § 2.101, consisting of commercial computer software and commercial computer software documentat...

