
CyberGEN.IQ
Solving the business problem of the Cyber Skills Gap 
& Hiring Challenge - 97% effective at predicting



CyberGEN.IQ aims to help employers invest in the right people, in the correct positions, with appropriate training 
programs. This strategic alignment minimises wasted training investment, optimises resource allocation, and 
reduces turnover. 97% effective at predicting.

• Long hiring processes and prolonged time to fill positions

• High turnover rates in cyber teams

• Difficulty in retaining talent cyber skills gaps and mismatched roles

• Candidates often lack the necessary skills or are placed in unsuitable roles

• Higher expenses due to turnover and extended hiring timelines

• Vacant roles and misaligned skills reduce overall productivity

• Unfilled positions and improperly trained staff increase vulnerability

CyberGEN.IQ – Solving Cyber Business Challenges





CyberGEN.IQ Cognitive Overview





Save 50-80% of your time dedicated to hiring and focus on the right candidate, interviewing them more 
efficiently and filling your cybersecurity role with the person who is the best cognitive fit.

Streamlined Hiring Process 

• Efficient candidate screening: Quickly identify top talent

• Reduced time to hire: Accelerates the hiring process

Improved Candidate Fit

• Accurate role alignment: Matches candidates with roles they are likely to excel in

• Higher retention rates: Better fit leads to increased job satisfaction and retention

Enhanced Diversity

• Focus on aptitude over background: Identifies talent based on potential, not past experience

• Inclusion of diverse candidates: Encourages a more diverse workforce – see case study.

Benefits of CyberGEN.IQ for Cyber Hiring



• For employers, the CyberGEN.IQ score report enables you to easily filter your 
candidates by the high scores in the quadrant that best matches each job role and 
open position you’re seeking to fulfil. Looking at the probability of success, your 
team can identify the top candidates that will be successful in on-the-job-training.

• For cybersecurity experts looking to make a career change or advance your career 
further with the right training or educational resources, you can fully understand 
where your talents and strengths lie—directing your future training plans and job 
applications that are right for you.

Uncovering a World Full of Cyber Aptitude Insight



CyberGEN.IQ

Case Studies



The University of North Georgia (UNG) used CyberGEN.IQ to find "students in the haystack" with no prior 
cybersecurity knowledge, skills or abilities, creating a diverse team that went on to win the NSA Codebreaker 
Challenge.

This winning team increased the percentage of women on the team from 10% to 20%, while increasing the overall 
size of the team by 4x. Of those women:

• Most never studied cyber or software development

• Now nationally competitive

• Many considering cyber careers

• Many have stayed in the studies for more than 2 years now

• CyberGEN.IQ encouraged them, because it wasn’t intimidating

Case Study: University of North Georgia



US Special Operations Command (SOCOM) is utilizing CyberGEN.IQ to pre-screen applicants for a 
cyber operations program. CyberGEN.IQ was 77% effective in predicting who would pass/fail the 
SOCOM selection event.

Different clusters of cognitive ability for teams became clear:

• Mentally Tough

• Creative Thinkers

• Critical Thinkers

Case Study: 
Selecting Special Operations Command Cyber Teams



USAF conducted an extensive study of the ability to use CyberGEN.IQ as a filter for students coming into Cyber 
Warfare Operator training. 

• CyberGEN.IQ was 97% effective at predicting who was going to become elite (score 90% or higher) Cyber 
Warfare Operators

• CyberGEN.IQ was 84% effective at predicting who would be Cyber Warfare Operators vs other IT professionals

Case Study: 
Selecting US Air Force Cyber Warfare Operators
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